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Summary

A SecureSphere addresses critical PCI requirements
+ PCI 6.6: Web App Vulnerabilities Protection
+ PCI 10: Credit Card Data Access Auditing
+ PCI 7: Managing access to a businessneed-know level
+ PCI 11.5: Tracking changes to critical, sensitive files

A Through a single, centrally managed platform
+ Real security for your compliance investment
+ Phased, incremental deployment
+ Enterprise scalability
+ Reduced TCO
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PCl DSSMandates Web Application Security

A Enforcing best _ ety
praCtICeS, PCI DSS Standards Council
#6.6 sets forth Web

ap[ _ 6.6 For public-facing web
: s L L
e applications, address new threats and
req - vulnerabilities on an ongoing basis and I argetDatel
eI ensure these applications are protected e
hi—— against known attacks by either of the
ensure these applications al .
against known attacks by el following methods:
following methods: A ) ) :
g » Reviewing public-facing web
ooy e ==l applications via manual or
aner any changes. automated application vulnerability
' '{?:;ip“ﬁ”mwkg security assessment tools or
appli ns

methods, at least annually and
after any changes

* |nstalling a web-application firewall
in front of public-facing web
applications
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Why Protect Web Applications?

A82% of Web applications have vulnerabilitiest
A75% of all Internet attacks target applications 2
AAttacks are getting more sophisticated

+ Increasing in scale due to automation, Google hacking
+ Growing threats: L7 DDoS CSRF,botnets, massive SQL| scraping

NETWORKWORLD , ISP hit by SQL attack to affect
P e e Ao e over 100,000 websites

Botnet hijacks web servers for
DDoS campaign

Publizhed: 14:48 GMT, 12 May 10

Researchers at Imperva have discovered an "experimental” botnet
that uses aroun d 200 hijacked web servers to launch high-
bandwidth DDoS attacks.

B
1 White Hat - statistic for initial examination; 2 Gartner Research @MPEH“

: Anthem Blue Cross website

= hack of 200,000+ customers
(=] Fri 25th Jun 2010, 11:44 am




Multiple Layers of Protection

Protocol Validation

Attack Signatures

Application Profile

Data Leak Prevention

ThreatRadar

Detects HTTP protocol violations

|dentifies known attacks
- 6,500+ signatures updated weekly

Detects abnormal application usage

Prevents sensitive data leaks

Stops malicious users before an
attack is launched
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Imperva and Secure Web Development

Software Development Lifecycle

DESIGN TEST DEPLOY

& CODE Test for Block attacks

_ vulnerabilities :
Architect and Monitor and report

. - - .
implement code exploits

Virtually patch

Fix errors and vulnerabilities
vulnerabilities —

Detect leaks, errors

Imperva SecureSphere

Imperva is an
Q OWASP Member
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Virtual Patching Reduces Window of Exposure

A Block attempts to exploit known vulnerabilities

A Shorten the window of exposure while patches are thoroughly
tested and deployed

i >

Vulnerability Patch available and System
identified tested for deployment protected
Vulnerability Virtual System
identified  Patch protected
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Virtual Patching through Scanner Integration

A Apply SecureSphere policies based on scan results—— WhiteHat

SECURITY

A Monitor attempts to exploit known vulnerabilities

@ QUALYS'

A Fix and test vulnerabilities on your schedule

O CENZIC

Securing Enterprise Application

Scanner finds | = Llw
vulnerabilities | == - = ===

‘Eustomer
Site

SecureSphere imports|_
scan results

Monitor and protect
Web applications



http://welcome.hp.com/country/us/en/welcome.html
http://www.ibm.com/us/en/
http://www.whitehatsec.com/home/abt/abt.html

Instant Mitigation with Virtual Patching

A Track, manage and mitigate discovered vulnerabilities

/~|H| Vulnerabilitie s "
Filter: Asset is [Service: SE Lab - Supe..]| "% [N& M S— -l - -m
—E2I8CT el b SEIeC dlue ™

4120 M | 2 Status .2 Delete | I Priority £, owner 7| Due Date M roF | EF comment [Sese

No. | S/ = | Type v |{iv| P o |lfv A
e D Virtual Patching
10032 Cross-Site Scripting €5 open I 5ol osmzzo10o00:00 ocll
10043 S0L Injection &3 Closed T gall osw022010 00:00 Mitigation Method
10034 Cross-Site Scripting {-ﬁ Mitigated U 5_0_] 06/02/2010 00:00 @ SecureSphere. Immediate Action:
| 10042 Cross-Site Scripting €5 open i 5ol osmozzo10 00:00 @ Manual.
i 10028 Cross-Site Scripting 5 open i 5ol osozz010 00:00
: Comment
10031 50L Injection &3 Closed T gsll 08022010 00:00
L L
%5 Vulnerability 10032 : Cross-5ite Scripting
I General ” Activity Log ” Advanced
@ 1item to be updated
Vulnerability Information
ID (CVE) Vulnerability Type &  [Risk Severity
Cross-Site Scripting {51‘, 5_0_] 5_|;|_]

g e g

machines. These vulnerabilities exists in
applications that display content that includes un-
sanitized user-provided data. For example, an attacker =

First Observation Date Last Observation Date Owner |# Observations # Details
06/02/2010 00:00 08/02/2010 00:00 admin 1 0

Source Policy




Data Access Audit Regquirements

Audit
PCI DSS
Requirements
L. System Access y A Protecting card holder data
(Successful/Failed Logins;
User/Role/Permissions/ Password changes) from theft and Ieakage
2. Data Access v A Section 10 requires tracking all

(Successful/Failed SELECTS), Reads

access to card-holder data
3. Data Changes

(Insert, Update, Delete) + More focus on data access
4. Privileged User Activity
(All)

5. Schema Changes

\% + Less focus on data changes

v A Data Type Agnostic

(Create/Drop/Alter Tables, Columns)

+ Databases

+ Files
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Detailed Audit Trail: DB

A SecureSphere automates the creation of a continuous
audit process

Complete Audit Trail

Ewent Date and Time ¥ | Source I[P = Usera | Destination IP+ | Service = | Spurce Applicationw= | Guery

Huser: erez [T}

June 10, 2010 5:08:54 PM 152.188.0.110 =r=z 11.11.188.133  Solaris Oracle Service | sglplusw. exe CREATE OR REPLACE FUNCTICN MYFLUNC |
June 10, 2010 5:02:01 PM 192.188.0.110 eres 11.11.1858.1223  Soclaris Cracle Service sglplusw. exe select * from table users

June 10, 2010 5:08:51 PM 152.188.0.110 =r=z 11.11.188.133  Solaris Oracle Service | sglplusw. exe SELECT ATTRIBUTE SCOPE NUMERIC WAL
June 10, 2010 5:08:51 PM 192.188.0.110 =rez 11.11.199.133  Solaris Oracle Service | salplusw. exe SELECT CHAR WALUE FROM SYSTEM.PRC
June 10, 2010 5:07:22 PM 192.188.0.110 =rez 11.11.199.133  Solaris Oracle Service | salplusw. exe SELECT ATTRIBUTE SCOPE MUMERIC WAL
June 10, 2010 5:07:22 PM 192.188.0.110 =rez 11.11.199.133  Solaris Oracle Service | salplusw. exe SELECT CHAR WALUE FROM SYSTEM.PRC
June 10, 2010 4:58:55 PM 192.188.0.110 =rez 11.11.199.133  Solaris Oracle Service | salplusw. exe SELECT "SPW LANGUAGE" "SPW WORD™ ™
Huser: foo (18}

March 31, 2010 10:44:49 PM |10.77.1268.93 foo 11.11.199.122  Solaris Oracle Service [sglplusw.exe drop table testpriv

March 31, 2010 104441 PM 10.77.126.93 foo 11.11.199.122  Solaris Oracle Service [sglplusw.exe truncate table testpriv

When? Where?
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Detailed Audit Trall;: File Access

User Namew | User Department= | Operation= |Filew Classification= | Folder= Destination IP» | Time Group
hwhite HE Read Bonus Guidelines.doc HR Data Wi0.100.4.1 50 TEANMS/HR/Bonus 10.100.4.150 June 21, 201(
hwhite HE Read Bonus Guidelines. doc HR Data Wi0.100.4 150 TEANMS/HR/Bonus 10.100.4.150 June 21, 2010
hwhite HR Read Annual Performance Review - Template.doc HR Data W10.100.4 1SUTEAMS/HR/Performance Plans 10.100.4.150 June 21, 2011
hwhite HE Read Annual Performance Review - Template.doc HR Data Wi0.100.4.1 50 TEANMS/HR/Performance Plans 10.100.4.150 June 21, 2011
hwhite HE Read Emplovment Contract - Hourly Paid Staff doc HR Data W10.100.4. 150 TEAMS/HR/Emplovee Contracts 10.100.4.150 June 21, 2010
ajackson HR Read Performance Plan and Accountability Review - Appraisal Becords doc | HR Data W10.100.4 1SUTEAMS/HR/Performance Plans 10.100.4.150 June 21, 2011
ewilsen Site Management Read Policy, Management and Budget.doc Financial Data W10.100.4.1S0TEAMS/Finance/Management Documents 10.100.4.150 June 21, 2010

ajackson HE Read Bonus Guidelines. doc HR Data Wi0.100.4 150 TEANMS/HR/Bonus 10.100.4.150 June 21, 2011

T - Oy o e

Broad visibility
AAll folders and files
AAIl Windows file servers, NAS devices

Minimal impact
ADoesnot degrade file sys

ANo changes to apps, servers or clients @MPEN




Pre-defined, Customizable Compliance Policies

Customize built-in PCI compliance policies

A Out Of the bOX pOIiCieS for Match Criteria || Applyto || Settings || Archiving || External Logger
Compllance Wlth PCI_DSS Policy Configuration: Table Cr:}upﬁli[Fll‘lEl‘l SeleCt the type Of
L ] . Match Eriteri-a Operatlon
A Audit access to known S—
objects containing sensitive oomions ) ~ -
Eri:isllt:—sed Crperations - E
data iniert S [T-I
A Automatically create Table PR — .
Groups based on Table Groups: e
e . EBS PCI - Credit Card Holder and Ex = [l 5
classification ] _ )

Awvailable Match Criteria
®| ¢ Affected Rows
&4+ Application User SeIeCt group Of

& |4 Authentication Result tables to be audited

F|4 Columns
H| 4 Command Groups _
[F |4 Data Set: Attribute Lookup

El|4 Database User Groups Add Other Cr|ter|a

[+]| % DNatabase |Izer Names
@iIVIPER\A




Built-In Customizable Compliance Reports

A A solid base for meeting compliance requirements

A Customization addresses unique business needs

Pre-Defined Compliance Reports

Customization Area

Audit Daily audit trail (Application) Report: PCI - Weekly access to cardholder information {(C5V) H Save
Audit Database configuration changes (CSV) = - e
L gyl ges { L - [ General Details ” Data Scope ” Tabular ” Drata Analysis Views ” Scheduling| -
Audit EBS - Report Data Change Activity in Financial Tables by Default Users
Audit EBS - Report Data Change Activity in Foundation Tables by Default Users
Audit EBS PCI - Daily access to card number (CSV) Tab
Audit EBS PCI - Daily access to cardholdp=<~= w e " "m""spusng-
20
Audit EBS PCl - Weekly acoess to card N ,ueemn puere e DBA:'-“
i - Weekl i it - pf -
Aud?l EBS PCI - Weekly access to cerdhol wwu.i-" eged Quer\vaef“‘e" N DL Com"'ﬂ"dsanapysis 2 2030 s g unction |[Crder
Audit HIPAA - Acoess mansgement sctivif  ps Audit- PO - A et O 1
~ 1613 Exatution kg 1 '8, 5 -
Audit  HIPAA - Daily PHI access log (CSV) |  pmpearpimtip en™” JE— Sy T e M
Audit HIPAA - Detsiled connaction log e s SO T - |2
: : e e s : S,
Audit HIPAA - Failed PHI access attempls wﬁm%ﬂfﬂ‘.m o g ot o %ﬁm&‘ — - |3
Audit HIPAA - Failed connection attempls | \ a
ot | -
Audit PCI - Access to DB by unknown Web &l iﬁ L .
Audit PCI - Daily access to cardholder info e ,«,'/////'j:r,' Bl 1|
Audit PCI - Failed login sttempts (CSV) /’J{// & - |&
Audit PCI - Failed users and privileges ma s == 7
Audit PCI - Login and Logout actions (CSV) w":;‘“j_‘:.?‘;?fwm h
Audit PCI - Modification of system-level objed &
Audit PCl - Newly created objects under systen %2770 . £ ,gmietmﬁ:imm Sort:
113 o - .
Audit PCl - Users and privileges management| o omses=s™ w’:m«m st "':;:M; el
- B N e o sl e est Ascending
Audit PCI - Weekly access to cardholder inform %Wm vesa 30 aw.wgp;‘ e - -
- v o 1T ] o
Audit PeopleSoft - Report Acoess to Identific 1z omn e . = ‘:::w\ et Sort:
lgsupere! o-des sty
Audit PeopleSoft - Report Access to Payment '%%Wm - dﬁmﬁtmﬂ-ﬁ“:m - | Ascending -
3 308 atiape (MESAL - o
Audit PeopleSoft - Report Access to Personal Il E;%M‘“Z :_,,«m«m :‘:W‘lmmex et -
Audit PeopleSoft - Report Changes in Login Tal %Mm e 70 V5 - pesa
T s gt
Audit PeopleSoft - Report Changes in User Admill  rsa omsee=™ -

e |,
& % Eralysis
10 23,2010 .25,y

19
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Audit Analytics through Interactive Tools:

DBA Privileged Operations

Use predefined view to see

> ; A Unlimited spectrum of detailed audit
privileged query overview

results and trends analysis views

) Server Analysis
Monitored Servers
Monitcred Databases
OB Server Performance

A Accelerates forensics analysis

f‘j Source Analysis
Shared OB Users

In the graph | see some dropped tables

OB Users o - .
L Privileged Operation by Operation Type
Source Applications
Source Hosts Additional Filter: Privileged Operation .
05 Users Type is one of [Data Object Manageme | eV e t h e
Source |IPs
User Groups Ewvent Date and Time = | Operationw | Object = | Sgurce IP = | User |

EJun 10, 2010 {1}
June 10, 2010 4:48:53 PM | drop table  |tabled 182.168.0.110 erex
EJun 01, 2010 {2}
June 1, 2010 5:20:30 AM drop table  #mplogspo 107712853 wveds
June 1, 2010 5:20:29 AM drop tsble | #tmpspc 10.77. 128 52 veds
EMay 19, 2010 (&)
May 18, 2010 11:25:02 AM | drop table |#tmplogspo 10.77. 128 52 | veds app
May 18, 2010 11:28:01 AM | drop tsble  #tmpspc 10.77.1236.52 veds sppl
May 18, 2010 10:34:11 AM | drop table |#tmplogspo 10.77.126.53 weda app|

8 B

Application Users (LT}
Login Analysis

create table, 276

Performance by Source

LI' Data Access Patterns
Top Queries
Coery Type Analysis
Sensitive Query Owverview

CQuery Records ‘

Cata Modifications Anflysis

~lock table, 20

£ % Privileged Operations drop function, S
| 5 Frnvileged Query Uvenview drop procedure, 3 drop table, 135
Table Drops T runcates

Stored Procedure Changes
Changes to DB/Schemas I




Audit Analytics through Interactive Tools:

Suspect Sensitive File Access

File Access Breakdown By Data Type

HR Data, 374 ‘

Focus on access to financial data

Financial Data, 461

t Active Users

Who are the primary users?

.
&

I4 4 1 ¥ kl| Showing records 1-4 out of 4 available

User Namew Server Group- User Department- Hits Sum~-

CCOX SKO File Server Finance 185

mhoward SKO File Server Finance 169

ewilson SKO File Server i 43 - -

Im SKO Fie Server (o sy ¢ hy does R&D have access to financial data?

Event Date and Time= | Event |Dz= User Namew | Operations Filex Folder= Source |P= | Destination |P=
E Jun 24, 2010 (10)
June 21, 2010 1222707 PM | 5445133473535313051 | eho Modify Copy of CEQ Salary Report - 2005. S = : Sttt e
June 21, 2010 12:25:27 PM 5449133473539313043 eho Read Finance When & what did they access?
June 21, 2010 12:24:25 PM | 5449133473535312724 | eho Read Finance
June 21, 2010 12:22:22 PM | 5445133473535312385 | eho Read Finance W10.100.4.150/TEAMSS 10.1.5.142  10.100.4.150
June 21, 2010 12:22:00 PM | 5445133473535312173 | eho Read Finance W10.100.4.150/TEAMSS 10.1.5.142  10.100.4.150
June 21, 2010 12:22:00 PM | 5449133473535%3115858 | eho Read HR W10.100.4.150/TEAMSS 10.1.5.142  10.100.4.150
June 21, 2010 12:21:58 PM | 5449133473535%311251 | eho Read PK W10.100.4. 150/ TEAMSS 10.1.5.142  10.100.4.150
June 21, 2010 12:21:56 PM | 5449133473535%311638 | eho Read Salez W10.100.4. 150/ TEAMSS 10.1.5.142  10.100.4.150
June 21, 2010 12:21:48 PM | 5445133473535311391 | eho Read credit-cards xls W10.100.4. 150/ TEAMSS 10.1.5.142  10.100.4.150
June 21, 2010 12:21:41 PM  5445133473535311363 | eho Read HR W10.100.4.150/TEAMSS 10.1.5.142 10.100.4.150
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PCI 11.5: File Integrity Monitoring

— Policy Description

Name: PCI 115 Fle Change Wentiaton Audit directories and/or specific files for changes
Description: Scans files in the PCl directory to identify changes

Followed Action: Policy: PCI 11.5 File Change Identification

~— Policy Parameters | Details || Apply To ” Scheduling “ Archive: |

Predefined D atASINIr-IBAVEE L L1818
Configuration Files

Predefined D

Executables

Predefined Registry D — Occurs

K = = =

S:::reSphere B ) Hone ) Once @ Recurring

Agent

User Defined —— () Daity Every 1 weekis) on:

Latlers file irootipei-files/* .

Maxsize for  Smm— ® Weskly sun [0 Mon [T Tue [7] Wed [F] Thu [T Fri [F] Sat
signatures (%] Monthhy

Share Name cs -

(Windows Only) ™ Custom

Share Path o -

(Windows Only) . i

Environment Stﬁl'tll'lg from @

ariables
(Windows Only)
Timeout in Second
(Windows Only)

Produce change reports



