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Summary 

ÁSecureSphere addresses critical PCI requirements 

+ PCI 6.6: Web App Vulnerabilities Protection 

+ PCI 10: Credit Card Data Access Auditing  

+ PCI 7: Managing access to a business-need-know level 

+ PCI 11.5: Tracking changes to critical, sensitive files 

 

ÁThrough a single, centrally managed platform 

+ Real security for your compliance investment 

+ Phased, incremental deployment 

+ Enterprise scalability 

+ Reduced TCO 



Q&A 



PCI DSS Mandates Web Application Security 

ÁEnforcing best 
practices, PCI DSS 
#6.6 sets forth Web 
app security 
requirements 

 



Why Protect Web Applications? 

Á82% of Web applications have vulnerabilities1 

Á75% of all Internet attacks target applications 2 

ÁAttacks are getting more sophisticated 

+ Increasing in scale due to automation, Google hacking 

+ Growing threats: L7 DDoS, CSRF, botnets, massive SQLi, scraping 

 

1 White Hat - statistic for initial examination; 2 Gartner Research 



  
Web Worm Detection  

  

  
ThreatRadar  

  

 
Data Leak Prevention  

 

  
Application Profile  

    

Multiple Layers of Protection 

 

Detects HTTP protocol violations 

Identifies known attacks  

- 6,500+ signatures updated weekly  

Detects abnormal application usage 

Prevents sensitive data leaks 

Stops malicious users before an 
attack is launched 

 
Web Services  

 

  
Protocol Validation  

     
Attack Signatures  

 



Imperva and Secure Web Development 

 

DEPLOY TEST 
Test for 
vulnerabilities  

DESIGN 
& CODE 

Virtually patch 
vulnerabilities 

Block attacks 

Monitor and report 
exploits 

Detect leaks, errors 

 

Software Development Lifecycle  

Architect and 
implement code 
   

Fix errors and 
vulnerabilities 

Imperva SecureSphere 

Manual processes or third party tools 

Imperva is an 
OWASP Member 



Virtual Patching Reduces Window of Exposure 

Á Block attempts to exploit known vulnerabilities  

Á Shorten the window of exposure while patches are thoroughly 
tested and deployed 

Vulnerability 
identified 

Patch available and 
tested for deployment  
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Virtual 
Patch 

System 
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Virtual Patching through Scanner Integration 

ÁApply SecureSphere policies based on scan results 

ÁMonitor attempts to exploit known vulnerabilities  

ÁFix and test vulnerabilities on your schedule 

 

Customer  
Site  

Scanner finds 

vulnerabilities 

SecureSphere imports 

scan results  
Monitor and protect 

Web applications 

http://welcome.hp.com/country/us/en/welcome.html
http://www.ibm.com/us/en/
http://www.whitehatsec.com/home/abt/abt.html


Instant Mitigation with Virtual Patching  

Á Track, manage and mitigate discovered vulnerabilities  

 

Virtual Patching  



Data Access Audit Requirements 

Audit  

Requirements  
PCI DSS  

Á Protecting card holder data 
from theft and leakage  

Á Section 10 requires tracking all 
access to card-holder data 

+ More focus on data access 

+ Less focus on data changes 

ÁData Type Agnostic 

+ Databases 

+ Files 

 

1. System Access 

(Successful/Failed Logins; 
User/Role/Permissions/ Password changes) 

V 

2. Data Access 

(Successful/Failed SELECTs), Reads 
V 

3. Data Changes 

(Insert, Update, Delete)  

4. Privileged User Activity 

(All) 
V 

5. Schema Changes 

(Create/Drop/Alter Tables, Columns) 
V 



Detailed Audit Trail: DB 

ÁSecureSphere automates the creation of a continuous 
audit process 

CONFIDENTIAL - Imperva 

When? Where? Who? 

Complete Audit Trail 

What? How? 



Broad visibility 
ÅAll folders and files 

ÅAll Windows file servers, NAS devices 

Minimal impact 
ÅDoesnôt degrade file system performance 

ÅNo changes to apps, servers or clients 

Who What Where When 

Detailed Audit Trail: File Access 



Pre-defined, Customizable Compliance Policies 

Á Out of the box policies for 
compliance with PCI-DSS 

Á Audit access to known 
objects containing sensitive 
data 

Á Automatically create Table 
Groups based on 
classification   

Select group of 

tables to be audited 

Customize built-in PCI compliance policies  

Select  the type of 

operation 

Add other criteria 



Built-In Customizable Compliance Reports 

Á A solid base for meeting compliance requirements 

Á Customization addresses unique business needs 

- CONFIDENTIAL -  
19 

Pre-Defined  Compliance Reports Customization Area 



Audit Analytics through Interactive Tools:  
DBA Privileged Operations 

ÁUnlimited spectrum of detailed audit 
results and trends analysis views 

ÁAccelerates forensics analysis 

Use predefined view to see 

privileged query overview 

In the graph I see some dropped tables 

Retrieve the ódrop tableô events 



Audit Analytics through Interactive Tools:  
Suspect Sensitive File Access 

Focus on access to financial data 

Who are the primary users? 

Why does R&D have access to financial data? 

When & what did they access?  



PCI 11.5: File Integrity Monitoring  

Audit directories and/or specific files for changes 

Regularly re-scan 

Produce change reports 


