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ÅThe Leader in Network Security Policy Management 

Å700+ customers in more than 40 countries 

Å100+ Channel Partners worldwide 

ÅFast growing  75% growth in 2010 

ÅTechnology Partners include Check Point, Cisco, Juniper, 

Fortinet, BMC, HP 

ÅCommitted to 100% Customer Satisfaction 

Company Overview 
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Proudly serving over 700 customers 
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Financial Telecom MSSP Auditor 
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Business Needs 
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Improved Security Automated Compliance Operational Efficiency 

άaƻǊŜ than 95% of 
firewall breaches are 
caused by firewall 
misconfigurations, not 
firewall Ŧƭŀǿǎέ 

άtŜǊŦƻǊƳƛƴƎ a manual 
ŦƛǊŜǿŀƭƭ ŀǳŘƛǘ ƛƴ ǘƻŘŀȅΩǎ 
network environment 
has become nearly 
ƛƳǇƻǎǎƛōƭŜέ 

ά²ƛǘƘ AlgoSec, it takes 
us half the time to 
employ firewall ŎƘŀƴƎŜǎέ 

Customers buy AlgoSec for 3 reasons - 



The AlgoSec Security Management Suite (SMS) 

ña must haveéò 
* Partial list, supported for change monitoring 
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Fully Supported Supported for Monitoring  Awards 



AlgoSec Firewall Analyzer (AFA) 

Capabilities 

Å Auditing & compliance reports 
Å Policy cleanup & optimization 
Å Automated risk analysis 
Å Change monitoring 
Å Topology-aware traffic analysis 
Å Policy migration verification 

Business Impact 

Å 80% Reduction in auditing efforts 
Å Improved security posture 
Å Operational efficiency and accuracy 
Å Simplified troubleshooting 
Å Improved performance and availability 
Å Longer hardware lifespan 

Intelligent Policy Analysis 
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AlgoSec FireFlow 

Capabilities 

Å Flexible workflows and request templates 
Å Initial request analysis 
Å Proactive risk & compliance assessment 
Å Optimal implementation design 
Å Automatic change implementation 
Å Request validation and change/request matching 
Å Complete audit trail 
Å Integration with existing systems (BMC, HP) 

 
Business Impact 

Å 60% reduction in change processing costs 
Å Elimination of 20%-30% of unneeded changes 
Å Continuous compliance 
Å Increased accuracy and SLAs (Get it right 1st time) 
Å Effective governance and alignment of network 

and security teams regarding  PCI  assesment 

Intelligent Change Workflow Automation 
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How it Works  - Deep Policy Inspection  

ÅNon-Intrusive 

ÅTopology-aware analysis 

ÅSingle device , group, or 
άƳŀǘǊƛȄέ ŀƴŀƭȅǎƛǎ 

ÅPatented algorithms analyze 
all traffic variations 

ÅNear real-time change 
monitoring 

ÅBroadest knowledgebase for 
risk and compliance 

More Results. 
Better Accuracy. 
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Demo  

AlgoSec Firewall Analyzer 
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Improved Security 

Automated Compliance Operational Efficiency 



Risk Analysis 

ÅBroadest risk 
knowledgebase 

ÅEasily build and edit 
custom risks 

ÅRisks ranked by severity  

ÅIdentifies all risky rules  

ÅProvides risk details and 
remediation guidance 

ÅSupports regulations 

ÅSecurity rating provides 
instant visibility of 
security posture 
(benchmarked against 500 real 

configurations)  

Identify and mitigate 
firewall policy risk 
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Improved Security Operational Efficiency 

Automated Compliance 



Automated Compliance Reports 

ÅSave time with pre-
populated compliance 
reports 

ÅGroup reports 
consolidate compliance 
view with device-specific 
drill down capabilities 

ÅSupported regulations 
ÅPCI DSS 

ÅSOX 

Å ISO 27001 

ÅBase II 

ÅNERC 

Å J-SOX 

 

Cut Auditing Efforts 
by over 80% 
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Improved Security Automated Compliance 

Operational Efficiency 



Traffic Flow Analysis 

ÅFast troubleshooting 

Åά²Ƙŀǘ-LŦέ !ƴŀƭȅǎƛǎ 

ÅTopology-Awareness 

See how the security 
policy impacts traffic 

Confidential 15 



Change Monitoring 

ÅAll changes are tracked 
in near real time 

ÅReceive automatic alerts 
on changes 

ÅGenerate audit reports 

ÅConnect to virtually any 
network device using 
AlgoSec Extension 
Framework (AEF) 

Monitor all changes 
in the security policy 
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Policy Optimization and Cleanup 

ÅIdentify covered rules 

ÅDiscover unused objects 

Unclutter, Secure and 
Optimize your Policy 
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Policy Optimization and Cleanup 

ÅIdentify covered rules 

ÅDiscover unused objects 

ÅConsolidate similar rules 

ÅTighten overly permissive 
rules using the Intelligent 
tƻƭƛŎȅ ¢ǳƴŜǊϰ όLt¢ύ 

Å!ƴŘ ƳǳŎƘ ƳƻǊŜΧ 

Unclutter, Secure and 
Optimize your Policy 
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Firewall Migration 

Å/ƻƳǇŀǊŜ άƻƭŘέ ǇƻƭƛŎȅ ǘƻ 
άƴŜǿέ ǇƻƭƛŎȅ 

ÅCompare any two firewall 
vendors 

ÅValidate correct policy 
migration 

Simplify Migration 
Projects 
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Manual 
Process 

Clarify user 
request 

Validate that 
the change is 

needed 

Perform risk 
assessment 

Plan the 
change 

Execute the 
change 

Verify correct 
execution to 

avoid outages 

Audit and 
govern the 

change 
process 

Measure SLA 
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¢ƻŘŀȅΩǎ /ƘŀƴƎŜ aŀƴŀƎŜƳŜƴǘ tǊƻŎŜǎǎ 



¢ƻƳƻǊǊƻǿΩǎ /ƘŀƴƎŜ Management Process 

Request 
Analysis 

Proactive Risk 
Assessment 

Optimal 
Implementation 

Design 

Verify Correct 
Execution 

Audit the 
Change Process 

Recertify Rules 

Measure SLAs 

FireFlow ς Intelligent Change Workflow Automation 



Demo  

AlgoSec FireFlow 
 



Flexible Workflows 
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Requestor 

Security 

Operations 

Compliance 

Executive 

ÅCustomizable, role-based workflows 

ÅAssign different workflows to different requests 

ÅSupport for dynamic workflow logic 

ÅConfigurable email alerts and communication 

Easily Tailor to your Business Process 


