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Company Overview ¢

AThe Leadelh Network Security Policy Management!
| A 700+ customersin more than40 countries
- A100+ Channel Partnersworldwide

A Fast growing7sv growth in2010

ATechnoIogy Partnermclude Check Point, Cisco, Juniper,
Fortinet, BMC, HP

A Committed to100% Customer Satisfaction
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Business Needs

Customers buy AlgoSec fBireasons-

& W %

Improved Security Automated Compliance Operational Efficiency
Ga 2 tN&B 95% of \ Gt S NF 2 Nmﬁl&ay} GZ AAlgKSec, it takes\
firewall breaches are FANBGI ft | dzRA (s halfyhe ine Bl & Q&
caused by firewall network environment employ firewalO K | y 3 ¢
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The AlgoSec Security Management Suite (SMS’

Firewall Analyzer * FireFlow
Policy Audit and Analysis »(hange Workflow Automation

( Fully Supported } ( Supported for Monitoring } ( Awards }
: r ~
Check Point STONESOFT T
' l I l ' l I l 8 FE:E HTII‘lE'lT palog&!ﬂg PARTNER PROGRAM WIZN(;;TI
cisco NETWORKWORLD
* Partial list, supported for change monitoring

fifa must h?
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AlgoSec Firewall Analyzer (AFA)

Q Intelligent Policy Analysis

Capabilities

Auditing& compliance reports
Policycleanup& optimization
Automated risk analysis
Change monitoring
Topologyaware traffic analysis
Policy migration verification

o J>o T To Do I

Business Impac

80% Reductionin auditing efforts
Improvedsecurity posture
Operational efficiency and accuracy
Simplifiedtroubleshooting
Improvedperformanceandavailability
Longerhardware lifespan

T T T T T I
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AlgoSed-ireFlow

t‘ Intelligent Change Workflow Automation

Capabilities

Flexible workflows and request templates
Initial request analysis

Proactive risk & compliance assessment
Optimal implementatiordesign

Automatic change implementation

Request validation anchange/request matching
Complete audit trail

T> T T To T T To T

Integration with existingystems (BMC, HP) _

Business Impac

60% reduction in change processiogsts
Elimination 0f20%-30% of unneeded changes
Continuous compliance

Increased accuracy arBLAs (Get it righfst time)
Effectivegovernanceand alignment of network
and securityteams regarding PGissesment

——
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How it Works - Deep Policy Inspection

More Results.
Better Accuracy.

A NonIntrusive

A Topologyaware analysis

A Single device , group, or
GYFGNREE |y

A Patented algorithms analyz
all traffic variations

A Near realtime change
monitoring

A Broadest knowledgebase fc
risk and compliance

D

11

Check Point

“. . N353 g u!.-—! g

Cisco Juniper Fortinet Cisco Stonesoft, McAfee,
netfilter, Blue Coat, F5
SSH/Syslag/ AlgoSec Extension
OPSEC/SSH S5H o I SSHI SSH Framework {AEF)
eaaAl
AlgoSec Security Management Suite
N\ N 1
Data Knowledgebase Analysis < HTTPS o m] Web Reports
"“:\{;"ﬁ,} L
| ) Compliance .
lst::se - " '6,[{ i ) Emall Alerts > A Administrator
outing R -
| Table f"Ophm }'l é 'ch :‘]
ization anges » Change
' ; Syslog/SNMP h

Taa LDAP/SIEM
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€'algosec

Demo

AlgoSec Firewall Analyzer




Automated Compliance Operational Efficiency

Improved Security
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Risk Analysis

Risk Levels Security Rating Trend

|dentify and mitigate
firewall policy risk o

]
- . Houll Dett St Febi1

A Broadest risk " oy bt

knowledgebase

Findings
A Easily build and edit Securtty Rating: 37%
. [
CUStom rISkS Risks Found: 2 high risks, 8 suspected high risks, 232 medium risks, 6 low risks.
: H Code Risk Description

A RISkganked by Severlty 1. .Z[]-l "Any" service from DMZ to internal networks (%1 all new)
A . . 2. .1(]-1 "Any" service can enter your netwaork (x1)

Identlfles a””Sky I‘U|eS 3. .SDIF "Any" service from Outside to TierOne (x2)

i i i 4, . RO2 Implicit Check Point Rules (DNS/UDP) (1)
A Provides risk details and 5.[ RD2 Implicit Check Point Rules (DNS/TCP) (x1)
) ; ; 6. .109 HTTP/HTTPS from DMZ to internal networks (X2 1 more)
remed|at|0n gl,“dance 7. .004 "Any" service can exit your network (%3 1 more)
. 8. .003 Inside clients can connect to external IRC servers (X3 1 more)
A Supports I’egU|atI0nS Q. .00? TCP on over 2000 ports can exit your network (%4 1 more)
10. . w01 Traffic not allowed by PCI can reach the PCI zone 10.176.46.135-10.176.46.146 (X8 =/l new)
1 1 1 11. . FO1 Insecure external access to firewall (x2)

A Securlty ratlng prOVIdeS 12. RO7 Implicit Check Point Rules (packets originating from Gateway) (x1)

|nstant VlSlblIlty of 13.  RD9 "Any destination” rules (x9)

. 14, RO1 “From somewhere to Any allow Any service” rules (%X2)
Secunty posture 15. -1t RD8 “allow Any service” rules (10 1 more)
. 16. T MO1 DMZ machines can connect to external IRC servers (X3 1 more)
(benChmarked agamﬁOO real 17. =t DO5 X11 between internal networks (x4 1 mors)

18. -t 002 Over 256 IP addresses can send SMTP (X3 1 more)

19. -t 001 POP3 can exit your network (X3 1 more)

20. JO1F "Any” service from Inside to TierOne (%1)

21. I11 Qver 256 IP addresses can be reached by FTP (x1)

22. S08F Over 256 IP addresses in TierOne can be reached by HTTP from Outside (x2)

configurations)
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Improved Security

%)

Operational Efficiency

S

Automated Compliance
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Automated Compliancdreports

Cut Auditing Efforts
by over80%

A Save time with pre
populated compliance
reports

A Group reports
consolidate compliance
view with devicespecific
drill down capabilities

A Supported regulations
A PCIDSS
A sox
A 1so27001
A Base Il
A NERC
A Jsox

Requirement 1: Install and maintain a firewall configuration to protect cardholder data

PCI DSS Requirements

Analyzer Feature

Setting

Details

Status

1.1 Establish firewall configuration standards that include
the following:

1.1.1 A formal process for approving and testing all Change History on Records available since 2009-03-05 4
external network connections and changes to the firewall i i . .

¢ o y 3 Sue Security: Report is ready, Real time alerting
configuration E-Mail Notification on Ned Network Ops: Report is ready, Real time alerting v
1.1.2 A current network diagram with all connections to £ <
cardholder data, including any wireless networks Connectivity Diagram on v
1.1.3 Requirements for a firewall at each Internet
connection and between any demilitarized zone (DMZ) - - Verify that firewall configuration standards include this requirement *
and the internal network zone
1.1.4 Description of groups, roles, and responsibilities for |Rules with empty on :_Ieecll‘mg;aetnﬁtrewall configuration standards include this X
logical management of network components comments Rules with empty comments: 2084 . Click here to view
1.1.5 Documentation and business justification for use of AMswadsarvicas on Click here to view the list of open services from Outside to Inside o
all services, protocols, and ports allowed and from Outside to DMZs.
1.1.5a Verify that firewall and router configuration
standards include a documented list of services, protocols i .

H b . 89 additional services are allowed.

and ports necessary for business - for example, hypertext |Services allowed from & = - . . . =
transfer protocol (HTTP) and Secure Sockets Layer (SSL), |the Outside on ggzkfp:r;eggt‘;'ﬁg gg%:\',lszt:f open services ram Outsideita Inside
Secure Shell (SSH), and Virtual Private Network (VPN) .
protocols.
1.1.5b Identify insecure services, protocols, and ports
allowed; and verify they are necessary and that security
features are documented and implemented by examining . g . ’ i >
firewall and router configuration standards and settings Risk Analysis Oon glskstgoug#‘.‘ 2 ssuspen;teg high r's‘kli' Sbrr;eduf:m zstsfl X
for each service. An example of an insecure service, SeLNE ine Security Scan results below for details
protocol, or port is FTP, which passes user credentials in
clear-text.
1.1.6a Verify that firewall and router configuration
standards require review of firewall and router rule sets Scheduled Analysis on Daily at 01:00 v

at least every six months.
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Improved Security

Automated Compliance

Operational Efficiency
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Traffic Flow Analysis

Topology Trusted Traffic &

See how the security
policy impacts traffic

Troubleshoot

A FaS'[ trOUbIeShOOtlng & (] Groups Saved queries: Internal_internal_sql + Delete saved query

= E.!Ij garden Source: 5212812910
@ﬂower_a.sa . ' .

7 2 _I- £ r I . = =
A a K-L e ’ y Hte é---popm_iuniper. E
A TopologyAwareness " 2 rose_cneckpoit Destination 644619410

- [ tulip_fortigate

fd orchid_router E

Senvice: ms_sql -
Query title: Internal_internal_sql
Explore Connectivity: Select . - @

 RunQuery  SaveQuery

rose_checkpoint | Saved_MS_Services: 10.22.15.12 -> 64.46.194.10 : Microsoft_services | @ Blocked
flower_pix Saved_MS_Services: 10.22,15.12 -> 54.45.194.10 : Microsoft_services Partially allowed (x1)
orchid_router Saved_MS_Services: 10.22.15.12 -> 64.46.194.10 : Microsoft_services | Not Routed
poppy_juniper |Saved_MS_Services: 10.22.15.12 -= 64.46.194.10 : Microsoft_services | Not Routed

1 5 Confidential oa |gOSEC



Change Monitoring

Monitor all changes

Changes in configuration

Analyzed policy : optimize_test.W

¢ Changes in Rules

In th € Secu rlty p 0 | I Cy RULE | CHANGE CHANED | naME SOURCE DESTINATION SERVICE ACTION COMMENT
42 3?292;11;?%9 2dmin % :;:taMovedToOutside Oos - @ accept U
@ 2L [
A All Ch an g es are trac ked 42 30Aug2009 admin O HostMovedToOLtside Oo s 158 e @ zccept [24087234)
I n n ear re a.I tl m e 44 3?2:“'2912:229 admin %‘ :iZtaMovedToOutside Q 0.5 Tek Backage 5 accept 3456]|
@ [
i 1 ~ : 30AUg2009 : Oas7a -
A Recelve automatic alertf: w 13:20:12 admin L HostMovedToOutside gos T @ zccept  |3458]
on changes
A Generate audit reports FIREWALLS

[ rose_checkpoint

A Connect to virtually any
network device using
AlgoSec Extension
Framework (AEF)

@ tulip_fortigate

£ osk_BlueCoat

-C) Birch_iptables

& Maple_SSL_VPN

u Almond_PaloAlto

by Cherry_SideWinder

@ Elm_StoneGate

(§ Teak_fs

@ orchid_routar

03 poppy1
poppy_juniper

@ flower_asa
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Policy Optimization and Cleanup

Unclutter, Secure and
Optimize your Policy

Rules Cleanup: rose_checkpoint

Covered rules

A I d e ntlfy Cove re d ru IeS This page shows I'LI|I_25 that_ are covered (hidden) by other rules.
Such rules are effectively disabled and can probably be deleted.
A Discover unused objects

A\ x4

36 is covered by rules 15 ,34.

RULE SOURCE DESTINATION SERVICE
e Hitp
15 GP_NW_SLI_LAN GP_NW_Garden_ICN TCe https D accept
Ice Idap
34 "_NW_BAI_LAN GP_NW_Garden_ICN * Any @ accept
a6 _ —E[II—'L“H L NW_Garden_ICN_003 168 https € accept
RULE SOURCE DESTINATION SERVICE ACTION | COUNT
I imap (61%)
14 T GP_NW_SLI_LAN (100%) [ GP_PC_ICN_besimail (100%) I smtp (D%) a accept (919,896

I8 besimail-mgt (399%)

fi GP_NW_SLI_LAN (100%) 0 bootps (100%) @ accept |477,102

mtl030 1.mtltdpub.com_INT
43 |0 scr0301.5cr.kdpub.com_INT (100%)

oalgosec
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Policy Optimizati d Cl
Unclutter, Secure and Jhueconsaidation
y This page shows rules that can be consolidated. Two or mare
. . . rules can be consolidated if they meet one of the following criteria:
O ptl m I Ze yo u r PO | I Cy 1. same source, same destination, but different service
2, same source, same service, but different destination
3. same destination, same service, but different source
A 1dentify covered rules
These rules can be consolidated by the field SERVICE
A H 1 < RULE SOURCE DESTINATION SERYICE ACTION
Dlscover un used ObJeCt" 42 [ HostMovedToOutside Oo s TCR http & accept
A . . . A [ ag7a
Consolidate similar rules e
A . . . a4 Z HostMovedToOutside Q‘ 03 L Backage @ acoept
Tighten overly permissive
rules using the Intelligent
~ N\ Fas -
t 2 f 7\ O e ¢ dzy S RULE SOURCE DESTINATION SERVICE ACTION COMMENT COUNT
49 [-] & GP_Dthomson O shiva [-] * Any @ accept Eﬁ:,?: #345: MiaroSolt Windows 9,261
Al YR YdzOK Y2
Rule Source
NAME IP SUBNET / ADDRESS COUNT [ LAST USE [ PERCENTAGE
10.2.47.186 359,664,448 | 12Dec2010 | 100%
GP_Dthomson :gg;;“l;g“ unused
An existing object that includes all the used IP addresses: D54251_Dthomson{may §lso include some unused adresses)
Rule Destination
NAME [ IP SUBNET / ADDRESS | COUNT [ LAST USE [ PERCENTAGE
Shiva [16.47.75.2 | 584,654,559 | 12Dec2010 | 100%
Rule Service
HAME,
top/139 195,345,580 12Dec2010 33.41%
udp/137 204,654,320 12Dec2010 35%
udp/138 184,654,559 12Dec2010 31.58%
Any iemp/0-255
bep/0-138
tu.ucg‘prfla“-ol-gﬁssas unused
udp/139-65535
Other Services

1 8 Confidential
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Firewall Migration

Simplify Migration
Projects

Al 2YLI NB da2f R¢
GySeée LiRtAOe

Compara |:ll:llil::l|!!.-| rose_checkpoint 2007=-11-02-08:49 to rose_pix 2007=-10=-24=-18:12

Traffic =T
A Compare any two firewall Zorvos detnons
vendors Topology
Rizks
A Validate correct policy
migration T — fose oo

Pohicy lser-3ab W roge.pix
|IP addrass  66.101.58.62 66.101.58.62

|Report |afa-99 |afa-B5

ot time 07-11-02-08:54 E]D?-Iﬂ-ﬂ‘l—lﬂ:lﬁ
181
Isz20 268

777

Cheestk: Poant NG Feature Pack 3 Busld 53168
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Plan the Execute the
change change

Verify correct
execution to
avoid outages

Perform risk
assessment

Audit and
govern the
change
process

Clarify user

Validate that
the change is
needed

20 Confidential
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FireFlowg Intelligent Change WorkflowAutomation

| Optimal
Implementation
Design

Verify Correct Audit the
Execution 4l Change Procesy

Request " Proactive Risl
Analysis , Assessment

Recertify Rules

E'r:llt_:josec
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Demo
AlgoSec FireFlow




A Customizable, rokdased workflows

A Assign different workflows to different requests
A Support for dynamic workflow logic

A Configurable email alerts and communication




